
How to Operationalize AI Across
Government Enterprises

Government agencies have the potential to revolutionize their enterprise 

operations through AI-powered transformation. However, they also face 

implementation risks that demand careful consideration. Successfully 

operationalizing AI within an enterprise requires agencies to balance both 

immediate opportunities and long-term transformation while maintaining 

robust safeguards against potential dangers.
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Executive Summary 

Government agencies have the potential to 
revolutionize their enterprise operations through AI-
powered transformation. However, they also face 
potential implementation risks that demand careful 
consideration. The successful implementation of AI 
within an enterprise requires agencies to balance 
immediate opportunities with long-term 
transformation while maintaining robust safeguards 
against potential dangers.

This paper presents a comprehensive approach to 
AI implementation for government agencies. It 

begins by examining the current state of AI in government and business. The paper 

showcases successful deployments across administrative, military, and intelligence 

functions, as well as key relevant private sector applications. The paper then explores the 

organizational impacts of AI adoption, emphasizing that effective implementation 
requires fundamental changes to organizational structures, workflows, and human capital 
management – including the emergence of new competencies such as Digital Workforce 
Management.

Government agencies must move beyond piecemeal or fragmented approaches to AI 

implementation, as these half measures inevitably lead to missed opportunities and 

potential risks. Success requires a comprehensive transformation strategy that balances 

immediate tactical implementations with long-term strategic vision, supported by 
structured frameworks that address both innovation and risk management.

To help agencies navigate this complex landscape, we present two complementary 
frameworks: the OPEN framework (Outline, Partner, Experiment, Navigate) for harnessing 
the potential of AI and the CARE framework (Catastrophize, Assess, Regulate, Exit) for 
managing associated risks. These frameworks provide structured approaches for both 

seizing opportunities and mitigating dangers while ensuring alignment with agency 

missions. The paper concludes by identifying three AI architectural approaches and three 
key focus areas in which agencies can achieve near-term value through AI 
implementation. Analytical AI, generative AI, and agentic AI have immense potential over 
a short-term horizon of 1-2 years. Information Technology Service Management, 
Information Technology Operations, and Government Security represent "low-hanging 

fruit" that agencies can pursue today while building the capabilities and cultures needed 

for more ambitious AI transformations in the future.
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Artificial Intelligence (AI) will fundamentally reshape how U.S. 

government agencies operate, make decisions, and serve citizens and 

the national interest. This technology has unprecedented potential to 

enhance operational efficiency, improve decision-making capabilities, 

and revolutionize service delivery. Yet this same revolutionary power 

brings with it profound risks that demand careful consideration. 

Government agencies must navigate a complex landscape in which the 

promise of AI-driven transformation must be balanced against the 

need to maintain robust safeguards and ensure responsible 

implementation.

The successful deployment of AI within government agencies requires 

more than just technical expertise or strategic vision – it demands a 

fundamental reconceptualization of how organizations operate in an 

age of intelligent systems. This paper presents a comprehensive 

framework for government agencies seeking to harness the potential 

of AI while managing its inherent risks. Drawing on future-oriented 

research and current real-world implementations across administrative, 

military, and intelligence functions, we outline both the immediate 

opportunities that AI presents for government agencies and the 

longer-term transformational possibilities that lie ahead. Central to our 

analysis is the recognition that achieving success with AI requires 

agencies to move beyond traditional change management approaches 

and adopt new systems of thinking specifically designed for operating 

under conditions of rapid change and unprecedented complexity.

AI Opportunities 
& Challenges
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The Potential of AI
The deployment of AI-powered solutions by government agencies has already 

demonstrated remarkable potential across the full spectrum of government 

operations, from streamlining administrative processes to enhancing military 

capabilities. These early implementations reveal both the transformative power of

AI and the unique challenges that agencies face in deploying this technology. While 

private sector organizations can often focus solely on efficiency and profitability, 

government agencies must balance multiple competing priorities, including 

operational effectiveness, citizen service, security requirements, and public 

accountability. Despite these complex demands, the success of existing AI 

implementations demonstrates that agencies can harness this technology effectively 

to achieve their missions while maintaining necessary safeguards and controls.

Government 
Administrative Use Cases 

Government Military
and Intelligence Use Cases 

The Centers for Disease Control uses 

natural language processing to read 

medical records and automatically code 

causes of death. MedCoder automates 

nearly 90% of records, a significant 

improvement over the less than 75% 
1achieved by the previous system.

FEMA's Incident Management Workforce 

Deployment Model uses machine learning 

methods to analyze large historical 

datasets to support personnel deployment 
2planning in response to disasters.

  

The VA uses an AI model to read incoming 

mail and then automatically route it to the 

relevant employee, cutting processing 
3times by 90%.

The Pentagon's Joint All-Domain 

Command & Control (JADC2) program 

integrates multi-service data with 

machine learning and predictive analytics 

to reduce battlefield decision cycles and 
4improve the quality of decisions.

DISA's Thunderdome Zero Trust Project 

uses AI to improve threat detection 

accuracy and speed by analyzing patterns 
5across multiple security domains.

  

The Defense Innovation Unit uses AI to 

help protect the Alaska fisheries by 

implementing AI algorithms that can 

detect vessels by analyzing information 
6collected via synthetic aperture radar.
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Private Sector Use Cases
Relevant to Government

Internal Knowledge Management. Morgan Stanley's AI @ Morgan Stanley 

Assistant makes information from more than 100,000 internal documents 
7  accessible to the company's financial advisors. The AI @ Morgan Stanley Debrief 

8system summarizes client conversations with their permission.

Customer Service. The e-commerce credit company Klarna's customer service AI 

agent now handles two thirds of all customer service chats, achieving high 
9satisfaction ratings while carrying the workload of 700 customer service agents.

Healthcare Access. Amazon's One Medical uses AI-powered intelligent task 

routing to connect patients quickly and accurately to the most appropriate 
10 sources of care. The “Good Doctor” smartphone app created by Ping An in 

China performs initial triage, preliminary diagnosis, and provides a preliminary 

treatment plan before the patient has a virtual or in-person consultation, and 
11arranges delivery of medications to the patient's home.

IT Service Management. ServiceNow is using AI capabilities across a broad range 

of IT Service Management (ITSM) functionalities to increase efficiency and 

improve client outcomes, including generative AI for routine task automation, 

predictive analytics for incident management, and agentic AI for performing 
12tasks and fixing problems.
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Taking advantage of the transformative potential of AI 

today, and doing so in a safe and controlled manner, 

starts with gaining clarity about the current and near-

future capabilities of this technology. The two 

categories of AI capabilities that currently offer the 

greatest potential for government agencies are:

AI Today &
Tomorrow

Analytical AI. These systems focus on data analysis, pattern recognition, and 

predictive modeling. Current analytical AI models leverage the increasingly 

sophisticated processing and reasoning capabilities of machine learning 

algorithms to deliver results with a speed and accuracy that cannot be 

matched by any other digital tool. Successful deployments of analytical AI by 

government agencies include FEMA's disaster response analytics, which uses 

machine learning models based on geospatial data and sensor data to provide 
13“situational awareness” for disaster response.

Workflow Automation / Deterministic AI is a sub-category of Analytical AI.

 AI systems in this category are used to automate routine information-based 

processes and administrative tasks, including making simple decisions. The 

technology that powers workflow automation combines analytical AI with 

deterministic AI. While analytical AI components generate information about a 

situation, the deterministic AI model then ensures a consistent rule-based 

response. Workflow automation is widely used in the federal government, 

including robotic process automation (RPA) implementations in benefits 
14 processing at the VA and ServiceNow deployments for IT service 

15management across federal agencies.

Generative AI. Generative AI uses complex machine learning models to 

create new content, from text and code to images and decision scenarios. 

While current media discussion of AI focuses on the promise of generative 

AI models, both business and governmental use cases remain in the 

experimental phase. However, there are many current areas of pilot activity 

in the U.S. government, including defense and intelligence use cases. For 

instance, the Department of Defense is using generative AI for mission 

planning and simulations, the CIA for pattern recognition and translation, 

the Department of Homeland Security for threat detection and emergency 
16planning, and the FBI for criminal investigations.  While these agencies must 

carefully manage challenges related to data security and AI bias, generative 

AI remains vital for modernizing national security operations.
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Agentic AI. AI agents are AI systems that will pursue defined objectives with  

increasing levels of autonomy, marking a fundamental shift from today's 

tools-based approach to an era in which AI agents become active 

participants in government operations. In January 2024, in a harbinger of the 

age of agentic AI, OpenAI released Operator, an AI agent that can go to the 

web and perform tasks such as making restaurant bookings, scheduling 
17 flights, and buying groceries.  The evolution of these kinds of capabilities 

promise to transform governmental processes by providing autonomous 

decision-making and implementation capabilities that can adapt dynamically 

to changing circumstances. Agentic AI will offer proactive threat 

identification and response functionality and the possibility of complex 

coordination among multiple agents and AI systems across departments.

0504

These two classes of Al technology define the current landscape for Al use 

cases in government. Looking to the immediate future, the next frontier of Al 

implementation in government agencies will be the deployment of agentic Al. 
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Figure 1. Risk, Rewards, and Examples of Different Types of AI
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Cultural Resistance. A notable barrier to the successful implementation of AI 

is cultural resistance to change, and in particular resistance to digital 

transformation. The challenge inherent in changing cultures is 

exacerbated by extensive skill gaps that 

reinforce resistance. The Army Futures 

Command, for example, has begun to 

invest extensively in training its 

personnel for the impending age of AI, 
19but much more remains to be done.  

Moreover, change management presents 

significant hurdles, as seen in the 

deployment of the Air Force's Advanced 

Battle Management System (ABMS), 

which struggled to adapt 

established operational 

procedures to incorporate 
20AI-driven decision-making.

Key challenges to overcome include:

Technical Integration. Integrating AI into legacy systems has proven 

especially difficult for government agencies, with the Department of 

Defense and intelligence agencies encountering major challenges in 
21modernizing decades-old infrastructure.  For instance, the Joint All-

Domain Command and Control (JADC2) initiative faced significant 

obstacles in connecting disparate and incompatible data systems across 
22service branches.  Data quality and standardization adds a further layer of 

complexity. The Defense Innovation Unit has reported difficulties in 

harmonizing data from diverse sources, including commercial, classified, 
23and partner-nation inputs.  The need to ensure efficient implementation 

without compromising security represents a special challenge for 

government agencies, and especially those responsible for national 

security. The Defense Information Systems Agency's (DISA) Thunderdome 

project, for example, has grappled with the challenge of balancing zero-
24trust security principles with the need to maintain full interoperability.

Regulatory and Oversight Issues. Establishing clear accountability 

frameworks for AI decisions has been a persistent challenge for 
25government agencies.  For example, the Chief Digital and Artificial 

Intelligence Office of the Department of Defense has had to design new 

frameworks, toolkits, and strategic and implementation pathways to ensure 

AI systems adhere to ethical standards without compromising operational 
26effectiveness.  Creating transparent audit mechanisms has also proven 

difficult, as agencies seek to maintain security classifications while 

enabling traceability in AI decision-making. 

These interconnected challenges highlight the multifaceted complexities 

involved in implementing AI at scale. Comprehensive strategies are 

needed that address organizational, technical, and governance 

dimensions and integrate these into planning from the start of a project, 

rather than attempting to solve problems as they arise.

© 2025 Shadoka, LLC. & CACI International Inc.
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Organizations typically find it easy to experiment with AI and explore its 

capabilities, but much harder to successfully deploy this technology. A 

recent study by BCG revealed that while 98% of companies are actively 

exploring AI, only 26% have developed operational products and a mere 
184% have achieved significant returns on their investments.  These figures 

reflect the range of organizational, technical, and regulatory obstacles 

that hinder the effective implementation of AI systems.

The Challenge of 

Implementing AI 
Successfully



The Chief Innovation and Transformation Officer:
27Leadership Tailored for the Challenges of AI
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AI Readiness for
Government Agencies

Cultural and Structural Evolution. Government agencies will need to 

undertake profound cultural and structural change to fully realize the 

potential of AI. Traditional hierarchical structures and siloed departments 

will have to give way to more fluid, adaptive modes of organization that are 

capable of rapid response to AI-driven insights. This requires creating new 

organizational structures that facilitate human-AI collaboration, updating 

decision-making processes to balance AI-generated insights with the 

maintenance of human oversight, and reforming training programs to 

emphasize digital literacy, critical thinking, and AI interaction skills. 

Additionally, performance metrics must evolve to measure the effectiveness 

of human-AI collaboration rather than solely human output. 

Preparing agencies for AI adoption is now an imperative. A 

series of executive orders from the president, along with 

supporting memoranda from the office of budget 

management, charge Federal agencies with “using safe and 

secure artificial intelligence (AI) in innovative ways to 

improve government efficiency and mission effectiveness.” 

In pursuit of this goal, “agencies must procure effective and 

trustworthy AI capabilities in a timely and cost-effective 

manner,” mirroring existing IT accountability structures rather than creating new 
30layers of approvals.

The successful implementation of AI demands more than just technical 

integration – it requires fundamental organizational transformation. Piecemeal 

adoption of AI solutions, while tempting for its apparent simplicity, will 

inevitably lead to fragmented systems and missed opportunities. Instead, 

organizations must embrace a holistic approach that recognizes AI's 

transformative impact across all operational dimensions. This approach revolves 

around three critical themes: cultural and structural evolution, reimagining work, 

and managing the digital workforce.

1110

The complexity and uncertainty inherent in AI implementation demands a 

new kind of organizational leadership. Most organizations treat AI 

implementation as a primarily technical challenge – and current 

technology leadership roles reflect this mindset. Yet, in a recent survey, 91% 

of large company data leaders said “cultural challenges/change 

management” are the primary obstacle keeping their organizations from 

becoming data-driven, while only 9% said technology challenges were the 
28key barrier.  According to another survey, 85% of IT leaders say that CIOs 

are increasingly becoming changemakers in their organizations, but only 
2928% call leading transformation their top priority..

While traditional CIOs and CTOs focus primarily on project execution and 

operational management, the Chief Innovation and Transformation Officer 

(CITO) takes a holistic view across the entire organization, steering 

innovation that touches all aspects of identity and culture. By establishing 

an Office of Innovation and Transformation led by a CITO, organizations 

create the capacity to manage both the technical and human dimensions 

of AI deployment. The CITO role extends beyond technical 

implementation to oversee the strategic, cultural, and ethical aspects of 

AI transformation as well, including the management of AI personas and 

the development of new organizational capabilities. This broader 

mandate enables organizations to navigate the challenges of cultural 

resistance, technical integration, and regulatory oversight while 

maintaining alignment between AI initiatives and organizational purpose.
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Structured Systems 
of Thinking for
Implementing AI

02Reimagining Work. The relationship between human workers and AI is 

reshaping the fundamental nature of work. This transformation goes far 

beyond simple task automation or workforce reduction, amounting to a 

fundamental shift in how work is conceptualized and executed. Traditional 

employee roles will pivot toward functions that rely on uniquely human 

capabilities, such as strategic thinking, emotional intelligence, and complex 

decision-making. A 2023 report by IBM found that 40% of global workers 
31will need to reskill within three years due to AI integration.  New positions 

focused on AI oversight, training, and optimization will emerge, and hybrid 

teams combining human and AI skills will become the standard rather than 

the exception.

Managing the Digital Workforce. A key aspect of this transformation is the 

emergence of the “digital workforce” – AI agents and personas that work 

alongside human employees. This changing workforce mix adds an 

additional layer of complexity to organizational transformation. Technology 

departments will need to transition from maintaining systems to managing 

an evolving portfolio of AI capabilities. AI personas will take on specialized 

roles such as data analysis or customer service, while human managers will 

oversee blended teams of human and AI workers. Organizations will need 

to create new frameworks to evaluate and optimize human-AI collaboration. 

Successfully managing the new digital workforce will demand specialized 

skills, including an understanding of the capabilities and limitations of both 

humans and AI, the ability to foster effective collaboration between the two, 

and a commitment to ethical AI deployment. Managers will also need to 

negotiate the psychological and social dynamics of human-AI interaction to 

ensure a productive and harmonious working environment. 

12
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The implementation of government technology initiatives has historically been 

challenging. According to a World Bank Report, between 80-90% of public 

sector technology projects are full or partial failures, and fewer than 20% can be 
32deemed successes.  At first glance, the prospect of successfully implementing 

AI capabilities appears even more daunting, because AI introduces additional 

layers of uncertainty and complexity that traditional management approaches 

simply cannot handle. For instance, in January 2025, the United Kingdom's 

Department of Work and Pensions (DWP) announced that it had canceled at 

least half-a-dozen promising AI pilots, citing “frustrations and false starts.” In 

particular the DWP highlighted difficulties in ensuring that the systems in 
33question are “scalable, reliable [and] thoroughly tested.”

The uncertainty relating to AI is of a qualitatively different type to that involved 

in other technology projects, because even the parameters of change remain 

unknown. It is not just that we do not know what will happen, but that we do 

not even know what variables will matter or how the technology will evolve in 

the future. For example, it is currently unclear how AI might transform basic 

concepts like work, decision-making, or human relationships. We do not know 

whether entirely new capabilities will emerge and, if they do, what that will 

mean for humanity. And we do not yet know whether AI will develop 

consciousness or emotions. 

This type of uncertainty makes traditional planning approaches, which rely on 

being able to identify relevant variables, inadequate for dealing with long-term 

AI planning. Government agencies that create fixed implementation plans based 

on current AI capabilities risk not just failure but actively harmful outcomes as 

the technology rapidly evolves in directions at odds with initial assumptions.

In addition, partial or piecemeal approaches to AI implementation can 

create blind spots. When dealing with interdependent systems the 

boundaries of which we cannot fully map, incomplete or failed solutions can 

spread through critical government operations. A narrow focus on technical 

integration while ignoring cultural transformation, or an emphasis on 

efficiency metrics that overlooks ethical implications, is almost certain to 

undermine the ability of agencies to carry out their missions. 

These features of AI mean that the traditional model of “plan then execute” 

that has guided government technology initiatives for decades cannot be 

relied upon. When both the capabilities of the technology and its effects on 

organizational systems are evolving in unpredictable ways, static 

implementation plans become obsolete before they can be completed.

Systematic Thinking  

Government agencies need a new approach built around systems of 

thinking that are specifically designed to navigate continuous change 

and adaptation. These systems must fulfill two critical requirements. 

First, they must provide comprehensive guidance for managing 

change across entire organizations, since partial solutions will 

inevitably fail when dealing with interdependent systems that we 

cannot fully map. Second, these frameworks must 

be engineered for resilience and 

adaptability, built to help navigate 

situations in which we cannot know all 

the variables or predict all the outcomes. 

We need to engineer resilient systems 

that thrive on uncertainty rather than 

trying to eliminate it. 

1514



OPEN and CARE 
These challenges can be addressed by deploying systematic approaches to AI 

implementation. Publicly available frameworks that address important elements of the 

AI journey include the National Institute for Standards and Technology AI Risk 
34Management Framework  and the use case identification and prioritization framework  

35developed by researchers at Harvard's Kennedy School of Governance.  In this paper we 

outline a comprehensive framework for implementing AI developed by CACI's strategic 

partner Faisal Hoque (see Transcend: Unlocking Humanity in the Age of AI, Post Hill 

Press, 2025). The approach involves using two integrated frameworks, each designed to 

handle a different dimension of AI implementation. The OPEN framework (Outline, 

Partner, Experiment, Navigate) creates a structured pathway for realizing the 

transformative potential of AI while the CARE framework (Catastrophize, Assess, 

Regulate, Exit) establishes systematic safeguards against the technology's inherent risks.

Figure 2. The OPEN and CARE Frameworks. Adapted from F. Hoque (2025) Transcend: Unlocking 

Humanity in the Age of AI, Post Hill Press. (copyright Faisal Hoque)

The OPEN methodology leads organizations through four essential 

phases of AI implementation. In the Outline phase, agencies explore their 

needs and identify specific AI opportunities that align with their mission. 

The Partner phase focuses on building the necessary capabilities, both 

through internal collaboration and in partnership with carefully selected 

external vendors. During the Experiment phase, agencies test AI solutions 

in controlled environments in which failure can be contained and learned 

from. Finally, the Navigate phase guides the expansion of successful pilots 

into full-scale implementation and provides a high-level and immediately 

accessible portfolio-style view of the organization's AI innovation pipeline. 

1716

Working in parallel with OPEN, the CARE framework ensures that 

agencies maintain robust defenses against AI-related risks. The framework 

begins with the Catastrophize step – a systematic effort to identify 

potential modes of failure and worst-case outcome scenarios for AI 

systems. This is followed by the Assess phase, in which agencies analyze 

the likelihood and potential impact of identified risks. The Regulate phase 

establishes controls and monitoring systems to manage these risks, while 

Exit planning ensures agencies can rapidly shut down or pivot away from 

AI systems that prove problematic.

These complementary frameworks address both sides of the AI challenge, 

embedding and enabling two essential mindsets for AI implementation: 

optimism about the potential of this powerful new technology balanced 

with deep caution about its risks. While OPEN empowers agencies to 

pursue AI's transformative potential, CARE puts in place the guardrails 

that make bold action possible. This dual approach allows organizations 

to move forward confidently with AI initiatives while maintaining 

appropriate safeguards against potential negative outcomes
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This balanced approach finds practical expression through the integration 

of innovation and risk management processes using a Portfolio and 

Financial Management (PfM) approach.

The innovation management process, guided by the OPEN framework, 

allows agencies to maintain a comprehensive view of AI opportunities 

across different time horizons. Near-term opportunities like IT service 

management can be viewed and prioritized in relation to medium-term 

possibilities in areas like generative AI and the longer-term transformative 

potential of agentic AI. By managing these opportunities as a coherent 

portfolio rather than as isolated initiatives, agencies can optimize their 

allocation of resources and ensure that immediate implementations build 

toward longer-term capabilities. 

At the same time, the CARE framework enables agencies to apply PfM 

principles to risk management. Just as financial portfolios balance different 

types of investments to optimize returns while managing risk, agencies can 

develop portfolios of AI initiatives that systematically balance opportunities 

and risks. Some projects may be relatively low-risk implementations of 

proven technology, while others might involve cutting-edge applications 

that demand more robust controls. The portfolio approach embedded in 

the frameworks allows agencies to identify and manage those risks 

holistically. 

Adopting this kind of structured and strategically minded approach will 

deliver significant improvements when compared to the fragmented 

approaches often seen in government technology rollouts. Leaders who 

embrace and excel at this balanced method will be uniquely equipped to 

tackle the unparalleled challenges and seize the transformative 

opportunities that come with AI.
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Near-Term 
Opportunities for
Government
Agencies

21

03



While the long-term potential of AI for transforming government operations 

is vast, agencies do not need to wait for future technological breakthroughs 

to begin realizing significant value. Several mature AI capabilities are ready 

for deployment today, offering immediate opportunities to improve 

efficiency and effectiveness across government operations. Others will move 

from the pilot stage to operational viability over the next two years.

Systematically implementing these capabilities offers government agencies 

the chance to seize this low-hanging fruit, achieving meaningful short-term 

results using proven AI solutions and existing technical frameworks. These 

projects can serve both as valuable initiatives in their own right and as 

steppingstones toward more ambitious AI transformations, allowing agencies 

to build institutional experience and capabilities while delivering tangible 

benefits to citizens. To maximize the value of these early implementations 

while building toward more advanced capabilities, the President and his 

advisors have mandated that agencies must now think systematically about 
36their AI maturity journey.  Part of this maturity journey involves developing 

capabilities and institutional knowledge across three key architectural 

approaches. Predictive/analytic AI (including deterministic AI and workflow 

automation models) are the bedrock of all stages of AI maturity. As 

organizations advance, they will add competencies around generative AI that 

go beyond developing and managing simple support service chatbots. In the 

most mature stages of their AI journey, organizations will integrate the 

emerging capabilities of agentic AI, deploying autonomous decision-making 

capabilities alongside human agents. Each architecture requires its own tools 

and perspectives. Success depends on first understanding these distinct 

approaches and then unifying them into a coherent implementation strategy.
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It is important for agencies to assess where they stand in their AI 

maturity journey because organizations cannot leap directly from initial 

experiments to fully optimized AI operations. This reality drives two key 

principles for AI implementation. 

First, agencies must select projects appropriate to their current 

maturity level. An organization at the Initial/Ad Hoc stage 

attempting to implement fully integrated autonomous AI operations 

is extremely likely to fail, wasting resources and potentially 

undermining support for future AI initiatives. 

Second, agencies should choose implementations that serve dual 

purposes: delivering immediate operational value while laying the 

foundations for higher levels of AI maturity. For example, 

implementing basic workflow automation not only creates near-

term efficiency gains but also helps organizations develop the 

process discipline needed for more sophisticated AI applications. 

2524

At the Initial/Ad Hoc stage, organizations operate in a largely chaotic 

environment with isolated pockets of AI experimentation. These agencies may 

run individual AI projects but they lack a systematic approach to 

implementation. There is little to no formal AI strategy at this stage, and 

experiments or proofs-of-concept remain disconnected from broader 

organizational goals.

As agencies move to the Developing/Reactive stage, they begin to show 

repeatable capabilities. A basic AI strategy emerges, and initial 

implementations appear in select areas – typically involving simple applications 

like chatbots for IT support. While these implementations demonstrate 

potential, they remain largely reactive, addressing immediate needs rather than 

strategic objectives.

At the Defined/Proactive level, agencies achieve what maturity models call 

“threshold capabilities.” They develop comprehensive AI strategies aligned 

with IT goals and they implement standardized processes for AI project 

selection and implementation. Integration between key process areas begins, 

although response times to new opportunities remain slow and inconsistent.

Agencies that reach the Managed/Integrated stage demonstrate disciplined, 

consistent management characterized by quantitative performance 

measurements. AI becomes fully integrated into IT service management (ITSM) 

and operations, with advanced use cases implemented across multiple 

domains. Cross-functional AI teams emerge, and robust governance 

frameworks guide implementation.

Finally, at the Optimized/Innovative stage, agencies achieve full agility and 

adaptability. They develop predictive and prescriptive AI capabilities, widely 

adopt generative AI solutions, and maintain a culture of continuous innovation. 

These organizations influence and shape how other government agencies and 

departments use AI rather than simply following established practices.



Agentic AI
Agentic AI represents the next major evolution in artificial intelligence capabilities, 

marking a shift from AI as a sophisticated tool to AI as an autonomous partner in 

government operations. While still in early stages, agentic AI is already 

demonstrating significant potential in pilot programs across government agencies. 

Early implementations show that AI agents can independently manage complex 

tasks like monitoring cybersecurity threats, coordinating emergency response 

activities, and orchestrating supply chain logistics – adapting their actions in real-

time based on changing conditions and new information.

The true power of agentic AI lies in its ability to operate as part of larger systems 

of coordinated agents. For example, in disaster response scenarios, multiple AI 

agents could work together to monitor weather conditions, analyze population 

movements, coordinate emergency services, and manage resource distribution – 

all while continuously communicating with each other and human operators.
This multi-agent approach enables a level of operational coordination and rapid 

response that would be impossible with traditional command and control 

structures. As the technology matures, agentic AI is expected to transform how 

government agencies handle complex, multi-dimensional challenges that require 

real-time coordination across multiple domains and stakeholders.
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Analytical/Predictive AI
Analytical AI using traditional machine learning excels at prediction. Government 

agencies have broad needs for predictive capabilities, including domains such as 

economic and budget forecasting, understanding changing weather patterns, 

predictive maintenance for equipment and machinery, predictive and precision 

medicine, and even prediction of software licenses that are likely to expire.
 
Analytical AI models can increasingly be generated automatically (AutoML), 

which opens up predictive modeling to people who are not professional data 

scientists. Another trend in the private sector is to set up “AI factories,” which use 

AI platform software in order to reuse data and variables across an organization 

and speed up modeling activities. Analytical AI for IT management can forecast 

potential issues hours or days before they impact services. This enables IT teams 

to shift from reactive firefighting to proactive problem prevention. 

Generative AI
The McKinsey Global Institute estimates that generative AI will add between $2.6 

and $4.4 trillion in annual value to the global economy and will automate half of 

all work activities between 2040 and 2060. U.S. security and intelligence 

operations should position themselves at the forefront of this transformation. 

Several areas offer immediate opportunities for value creation. In signals 

intelligence, generative AI can rapidly process and translate intercepted 

communications across multiple languages, identifying patterns and connections 

that human analysts might miss. This technology is particularly valuable when 

dealing with non-standard language use, dialects, and coded communications. 

Scenario planning represents another high-value opportunity. Generative AI can 

create detailed simulations of potential security threats, helping agencies prepare 

for a wider range of contingencies than traditional planning methods allow. These 

AI systems can generate thousands of scenario variations, systematically 

exploring how different variables might interact in a crisis. Intelligence report 

generation and analysis offers a third promising domain. AI can draft preliminary 

intelligence reports by synthesizing information from multiple sources, allowing 

human analysts to focus on validation and deeper analysis rather than initial 

collection and compilation. The technology is particularly effective at identifying 

discrepancies between sources and flagging areas that require human attention.
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High-Potential Focus Areas

Information Technology Service Management represents one of the most 

promising areas for immediate AI implementation. The private sector has 

already embraced AI within ITSM functions, with 88% of companies 
37leveraging AI capabilities in this domain.  Government agencies are 

positioned to achieve similar benefits, but they also face unique challenges 

in implementation. As the experiences of the Social Security Administration 

and NASA demonstrate, legacy systems, stringent security requirements, 
38,39and workforce concerns create important hurdles that must be overcome.

Here's how organizations can leverage AI effectively in ITSM today:

Immediate Response Improvements: Generative AI can automatically 

analyze incoming service tickets, understand their content, and route 

them to the appropriate support teams instantly. This intelligent routing 

eliminates manual triage time and significantly reduces overall resolution 

times. For example, a networking issue would be immediately directed to 

the network team rather than passing through multiple hands first. 

24/7 Automated Support: Generative AI-powered chatbots serve as a 

first line of defense, handling common user issues around the clock. 

These systems can guide users through basic troubleshooting steps, reset 

passwords, or provide immediate answers to frequently asked questions. 

This automation allows human IT staff to concentrate on solving more 

complex technical challenges that require their expertise.

 Proactive Issue Prevention: By analyzing historical data patterns in 

system performance and user requests, analytical AI models can identify 

potential problems before they impact users. For instance, AI might 

detect increasing memory usage patterns that could lead to system 

failures and then alert IT teams to take preventive action.

AI in Government IT Service Management

Extract solutions from successful ticket resolutions

Identify gaps in documentation

Suggest updates to existing articles

Link related issues and solutions

Make relevant information easily discoverable

Enhanced Knowledge Management: Generative AI can transform how 

organizations capture and utilize their IT knowledge. The system 

continuously learns from every interaction, automatically updating and 

organizing the knowledge base. It can:

Advanced Analysis Capabilities: Numerous use cases include:

      Natural language processing enables AI to understand user requests in 

plain language, ensuring accurate interpretation of problems and faster 

access to solutions.

      Smart classification automatically fills in critical ticket information, 

reducing manual data entry and ensuring consistent categorization.

      Pattern recognition connects current issues with similar past incidents 

and their solutions, accelerating problem resolution.

      Incident trend analysis identifies emerging major issues by recognizing 

patterns across multiple tickets, enabling proactive responses to 

systemic problems.

      Predictive analytics estimates resolution times based on historical data, 

helping teams better manage resources and set accurate expectations.

These capabilities work together to create a more efficient, responsive, and 

intelligent IT service management system that continuously improves over 

time while reducing the workload on IT staff.
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AI in Government Information Technology Operations

The adoption of AI in information technology operations (AIOps) is 

accelerating rapidly across sectors. According to Gartner, 70% of 

companies will have implemented some degree of structured automation in 
40their IT operations by 2025, up from just 20% in 2021.  A 2023 MIT survey 

of 600 data and technology leaders found that 89% of companies had 

already adopted AI in at least some IT functionality, with 67% reporting 

broad-based adoption. By 2025, AI is expected to play a critical role in IT 
41operations at 49% of organizations.

Despite the challenges posed by legacy systems and cybersecurity 

requirements, AI and machine learning are transforming IT operations by 

enabling systems to monitor, analyze, and respond to infrastructure issues 

at a scale impossible for human teams. At its core, AIOps brings 

unprecedented visibility and automation to enterprise IT environments 

through real-time monitoring and predictive capabilities. In practice, AIOps 

platforms continuously analyze massive amounts of data across an 

organization's entire IT infrastructure. They automatically detect 

performance anomalies, correlate seemingly unrelated events to identify 

root causes, and often resolve issues before users are impacted. For 

example, an AIOps system might notice subtle changes in application 

response times, correlate this with increasing memory usage and historical 

patterns, and automatically allocate additional resources before 

performance degrades.

The key capabilities of AIOps that add immediate value to Government 

agencies include:

    Intelligent Anomaly Detection: Advanced analytical AI algorithms 

identify unusual patterns in real-time, spotting potential issues across 

networks, servers, and applications that human operators might miss. 

This extends beyond simple threshold monitoring to understanding 

complex patterns of normal behavior and flagging true anomalies.
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    Event Correlation and Analysis: When issues occur, AIOps cuts through the 
noise of thousands of alerts to identify related events and their root causes. 
Rather than treating each alert separately, the system connects the dots 
between multiple warnings to reveal underlying problems. For instance, it 
might link seemingly separate alerts about network latency, database 
slowdowns, and application errors to identify a failing network switch as the 
root cause.

    Dynamic Resource Optimization: AIOps continuously monitors resource usage 
across the IT environment and automatically adjusts allocations to optimize 
performance and cost. During peak periods, it can automatically scale up 
resources to maintain service levels, then scale them back during quiet periods 
to control costs.

OPEN and CARE for Government Information Technology Operations
The OPEN framework provides a structured approach to implementing these 

capabilities. In the outline phase, agencies should focus on mapping their current 
capabilities and identifying gaps where human teams struggle to maintain 

comprehensive coverage. The partner phase is crucial here, guiding agencies as 
they seek vendors with proven experience in government IT operations and a 

deep understanding of federal security requirements. Experimentation should 
begin with passive monitoring systems that run parallel to existing operations, 

allowing agencies to validate AI insights before acting on them. Once these are 

validated, the focus can then shift to gradually expanding both the scope of 
monitoring and the degree of automated response.

The CARE framework is particularly important in the technology operations field 

given the critical nature of government systems. Agencies must carefully map 
potential failure cascades, asking how an AI decision in one system might impact 

connected operations. Assessment should focus heavily on security implications, 

particularly around access controls and data handling, while the Regulation 
phase will establish clear thresholds for autonomous AI action versus human 

review. Perhaps most importantly, agencies must maintain robust manual fallback 
capabilities that can be activated instantly if AI systems need to be disengaged.

Implementation can begin today with a systematic audit of current monitoring 
capabilities and pain points. This audit should pay particular attention to areas in 

which human teams are overwhelmed by data volume or are struggling to 
maintain 24/7 coverage. With this information in hand, agencies can begin 

evaluating AI-powered monitoring solutions that align with their security 
requirements and technical architecture.



AI is fundamentally transforming information security by providing 

intelligent, automated defense capabilities that can operate at machine 

speed while simultaneously creating new vulnerabilities that must be 

managed. For instance, as bad actors weaponize AI, and cyber threats 

become more sophisticated and frequent, traditional manual security 

monitoring and response methods can no longer effectively protect 
42organizations.  The Department of Homeland Security has integrated AI 

into its threat detection and border security operations, while the 

National Security Agency employs AI systems for real-time cyber threat 
43detection.  While these implementations must contend with both AI-

powered threats and potential system vulnerabilities, the technology 

remains crucial for maintaining effective modern security operations in 

the face of persistent and increasing threats from adversaries.

AI technologies enable security teams to detect, analyze, and respond to 

threats in real-time, while continuously learning and adapting to new 

attack patterns. Modern AI-powered security platforms can process vast 

amounts of security data across networks, endpoints, and cloud 

environments to identify potential threats. For example, these systems 

can use analytical AI to detect subtle patterns of malicious behavior that 

might indicate an advanced persistent threat (APT), automatically block 

suspicious activities, and provide security teams with detailed analysis 

for further investigation.
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AI in Government Information Security
The core security capabilities enabled by AI include:

Advanced Threat Detection: AI algorithms continuously monitor network 

traffic, system logs, and user activities to identify potential security 

threats. Unlike traditional rule-based systems, AI can detect novel attack 

patterns and zero-day threats by recognizing subtle deviations from 

normal behavior. For instance, it might detect data exfiltration attempts 

that are deliberately designed to evade traditional security controls.

Behavioral Analytics: AI systems build detailed profiles of normal user 

and system behavior, enabling them to quickly identify suspicious 

activities. This might include unusual login patterns, unexpected data 

access, or anomalous network connections that could indicate 

compromised credentials or insider threats.

Automated Incident Response: When threats are detected, AI can 

automatically initiate response actions to contain and mitigate the threat 

before significant damage occurs. This ranges from blocking suspicious 

IP addresses to quarantining affected systems or triggering additional 

authentication requirements.

Predictive Security: By analyzing historical attack patterns and current 

threat intelligence, AI systems can predict potential security incidents 

and recommend preventive measures. This enables organizations to 

proactively strengthen their security posture against emerging threats.
 
Continuous Compliance Monitoring: AI automates the monitoring and 

reporting of security controls, ensuring continuous compliance with 

regulatory requirements while reducing manual audit effort. The system 

can instantly flag compliance violations and provide detailed audit trails 

of security events.

This integration of AI into security operations creates a more resilient and 

adaptive defense system that can protect against sophisticated cyber 

threats while reducing the burden on security teams. It enables 

organizations to maintain robust security at scale, even as the threat 

landscape continues to evolve.



Figure 5. Roadmap and Milestones (copyright CACI International Inc.).
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The six domains explored in Part 3 of this paper – the broad areas of analytical 

AI, generative AI, and agentic AI, and the specific areas of IT Service 

Management, IT Operations, and Government Information Security – offer 

immediate opportunities for agencies that wish to build their AI capabilities 

today and develop those capabilities over the next two years. By starting with 

these low-hanging fruit while simultaneously developing their capacity for 

managing more comprehensive AI implementations, agencies can build the 

organizational muscles needed for more ambitious transformations.

As AI becomes increasingly integral to all aspects of government operations, 

those agencies that master a balanced approach – pursuing AI's potential while 

thoughtfully managing implementation – will be ideally positioned to deliver 

enhanced value to citizens in our AI-enabled future. With proper planning, 

structured frameworks, and clear maturity pathways, government agencies can 

confidently embrace AI's transformative potential as a cornerstone of modern 

public service.
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Government agencies stand at a defining moment. The AI 

revolution represents the greatest opportunity for 

transforming government operations in a generation. The 

potential benefits are immense: enhanced service 

delivery, improved decision-making, and unprecedented 

operational efficiency. But to deliver on this opportunity, 

agencies will need to be equipped with the right tools to 

navigate the challenges ahead. 

What makes this moment particularly significant is the 

transformative potential of AI across all government 

operations. By adopting thoughtful implementation 

strategies, agencies can integrate AI capabilities in ways 

that align with and enhance their core missions. This 

integration requires evolved approaches to management 

that embrace both innovation and responsible 

governance – approaches that recognize AI as a strategic 

asset rather than simply another technology deployment.

The key to navigating this landscape successfully lies in 

adopting structured systems of thinking that are 

specifically designed for implementing transformative 

technologies. Agencies that embrace frameworks like 

OPEN and CARE will be better positioned to seize 

immediate opportunities while building toward long-term 

transformation. They will be able to move forward 

confidently with AI initiatives while developing the 

organizational capabilities and cultures needed to adapt 

and evolve as AI systems continue to change.
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